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Abstract

Graphics Processing Units (GPUs) have been used to enhance the speed and
efficiency of both data structures and algorithms alike. A common data structure used in
Computer Science is the Bloom Filter, which is used in many types of applications
including databases and security logging. The Bloom Filter is a lossy data structure that
uses several hash functions to store keys into a bit array. A novel, new Bloom Filter
meant for use in internet traffic detection called the Probabilistic Bloom Filter has
recently been developed. In practice, this new Bloom Filter typically makes use of more
hash functions than its classical counterpart. Because both of these data structures contain
information that can be inserted in independent batch operations, this makes each data
structure a prime target to be parallelized on a Graphics Processing Unit. This paper
develops a scalable, optimized Graphics Processing Unit implementation of the classical
and Probabilistic Bloom Filters. The results of processing the Bloom Filter on the
Graphics Processing Unit (GPU) are compared to processing the same Bloom Filter on
the Central Processing Unit (CPU). By processing the data structures on Graphics
Processing Units, a substantial decrease in processing time was observed and recorded.
For most cases, the decrease in time was linearly proportional to the number of keys
inserted and the number of hash functions used.
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Chapter 1
Introduction and General Information
1.1 Introduction
As recently as 2012, the amount of data that existed in the entire digital universe
was approximately 2.7 zettabytes [18]. In order to efficiently process and extract
information from this much data, novel new algorithms and their implementations must
be developed. In the last decade, scientists have started relying on Graphics Processing
Units to enhance the efficiency of algorithms originally designed for Central Processing
Units. The inherit, parallel nature of these machines has the capability to greatly speed up
parts of algorithms that can be processed in a parallel manner. By implementing existing
algorithms in a parallel architecture, perhaps a significantly larger portion of the digital
data available can be more thoroughly processed and better understood. With some
industry insiders suggesting that Moore’s law may be showing signs of slowing [19],
Graphics Processing Units may become more important as time progresses.
1.1 Classical Bloom Filter
In 1970, Burton Bloom developed the idea of a data structure where a form of
data compression could be achieved in scenarios where false positives could be safely
mitigated and false negatives could be costly [1]. In this paper [2] , Bloom laid out the
idea of using a bit vector of length m that could be used to efficiently store n keys whose
prior existence in the bit vector could be retrieved in a binary manner. The bit vector
Bloom developed is able to support two types of operations: insertions and queries, both
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of which make use of k independent hash functions. In a typical implementation, the keys
being inserted are stored as strings, and all of the bits in the bit vector are initialized to a
value of zero. The steps for inserting an item into the bloom filter, summarized from [1],
are shown below.
1) Compute k independent hashes of the key being inserted.
2) Set the value of the bit vector at the index of each calculated hash to 1.
In order to query an item from the bit vector, the following steps are performed [1].
1) Compute k independent hashes of the key being inserted.
2) Determine if each bit at the index of each calculated hash has a value
of 1.
At the end of the second step of the query operation, it is determined if each bit at
the index of each calculated hash has a value of one. If this statement is true, then the
query operation should return that the key has been previously inserted into the bloom
filter. If this statement is not true, then the query operation should return that this key has
not been previously inserted.
Unfortunately, even if both operations listed above are performed correctly, keys
that have not actually been inserted into the bloom filter can fool the query operation into
thinking that they have been previously inserted.

!
!
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Figure 1. Default Operation of a Bloom Filter with a false positive.
Figure 1 shows a visual representation of a possible scenario of a bloom filter. In
this scenario k is three, n is two, and each bit in the bloom filter that corresponds to a
calculated hash of an inserted word is set to one. This example also shows that there is a
word that is being queried for existence. After the queried word has k hashes computed
on it, each computed index value is checked. In this example, each computed index has a
value of one, even though the word was never actually inserted into the bloom filter.
Because each value is equal to one, the query operation has been fooled into thinking that
the item was actually inserted into the bloom filter.
1.2 Probabilistic Bloom Filter
Recently, a variant of the basic Bloom Filter called the Probabilistic Bloom Filter
was introduced in [4]. This particular variation was meant to address the issue of
efficiently picking out keys that have been inserted magnitudes more often than other
keys in the bloom filter. The Probabilistic Bloom filter, as its name implies, utilizes a
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random number generator and a predefined threshold called p. The insertion algorithm,
described below, decides if a bit in the bit vector should be set to one [4].
1) Calculate k independent hashes of the key being inserted.
2) For each k, generate a uniform random number between 0 and 1.
3) If and only if the value of the random number is less than p, set the value of
the bit vector at the calculated hash index to 1.
In the Probabilistic Bloom Filter, the frequency values can be used to determine if
a key has been inserted a large number of times. There are three values of interest :
frequency (f), minimum frequency (fmin), and maximum frequency (fmax) [4].
Fortunately, all three of these values can be calculated in a straightforward manner by
first determining the number of bits in the bit vector set to one for a particular key. The
steps to calculate the number of ones for a particular key are described below [4].
1) Calculate k independent hashes of the key being inserted.
2) Count the number of bits set to one across each calculated hash index.
After the count of the number of bits set to one has been retrieved, the three frequency
values described above can easily be calculated.
1.3 Compute Unified Device Architecture
A popular manufacturer of Graphics Processing Units is NVIDIA. In order to give
users the ability to harness the computing power of these devices, NVIDIA offers the
CUDA™ platform , consisting of the architecture and the application programming
interface aimed specifically at NVIDIA hardware. The CUDA application programming
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interface is SIMT (Single Instruction, Multiple Threads) which means that each thread
runs the exact same code, but with different indices [5]. It is important to note that users
are not limited to using CUDA; there are other application programming interfaces that
exist, most notably OpenCL ™ [16]. OpenCL has the advantage of supporting multiple
platforms [16], but OpenCL must be used carefully with vendor specific directives in
order to get comparable performance to CUDA on a NVIDIA GPU [17].
1.3.1 Hardware Layout
NVIDIA’s architecture offers three main abstractions to programmers: a hierarchy
of group threads, shared memories, and barrier synchronizations [5]. First and foremost,
it is necessary to understand how the threads are mapped to the application programming
interface. Each device contains one grid. The dimensions of the grid can be configured by
the programmer; the programmer can choose to use one, two, or three dimensions. Each
item inside a grid is referred to as a block, and can be uniquely identified using either
one, two, or three numbers depending on the number of dimensions chosen. Finally, each
block contains the individual threads that are actually executed. Much like grids, blocks
can be organized into one, two, or three dimensions of threads. Each thread can be
uniquely identified using one, two, or three numbers, and the identification of the block.

!
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Figure 2. Layout of a GPU
Figure 2 shows a potential layout for the thread hierarchy in CUDA. Essentially,
in this example, there is one grid that consists of six unique blocks. The blocks are laid
out in a two by three format, with two rows and three columns. Each individual block
consists of seventy-two total threads that are laid out in a six by twelve format. Shown in
in the figure but discussed in detail in the next sections are multiprocessors and shared
memory. Nonetheless, the example given in the figure shows that the threads of each
block have a shared memory area, and that different blocks map to different
multiprocessors for execution.
1.3.2 Memory Configuration
There are several different types of memory available in the CUDA architecture,
each having different scopes and purposes. Perhaps one of the most important ways to to
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optimize code running on the CUDA platform is to thoughtfully and carefully use and
measure each type of memory appropriately [6].
Table 1: Different types of CUDA memory that are important for optimization. [6]
Memory Type

Scope

Register

1 Thread

Shared

1 Block

Global

1 Grid

Local

1 Thread

Table 1 lists the different types of memories that are available to the CUDA
programmer. The quickest type of memory is the register space, which is used to store
values of the variables used on the GPU. Typically, there are a set number of registers
available per block whose quantity varies depending on the device. Each register belongs
to a distinct thread and can not be accessed by other threads [6]. If there are not enough
registers to store the different variables, the variables get stored in a slow, local memory.
The second quickest type of memory is the shared memory. It usually functions as
a user-controlled cache. Like the register memory, there is a set amount of shared
memory per block. However, unlike the register memory, every thread in the block can
access the same shared memory [6]. One normal optimization pattern is to store several
values from global memory into shared memory for quicker access times [6].
Magnitudes slower than the shared memory is the global memory [6]. As its name
implies, global memory can be accessed from any thread inside of any block. Perhaps the
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most important feature is that global memory persists through multiple functions calls on
the GPU device. The amount of global memory available is usually quite large (around
1024 MBytes). Unfortunately, the access times to global memory are quite slow and
should be used as scarcely as possible.
1.3.3 Thread Execution
The manner in which a thread gets executed in the CUDA architecture is
straightforward to the programmer. Each whole block gets mapped to a streaming
multiprocessor in a way that the programmer has no control over [5]. After a block has
been assigned to a multiprocessor, the threads of a block are divided up into groups of
thirty-two threads called warps. A warp scheduler will then determine which warps are
not waiting for global or shared memory, and which warps are not behind a
synchronization barrier [5]. After the warp scheduler selects an eligible warp, it issues
instructions to it, and the warp executes using some of the available CUDA cores.

Figure 3. How blocks are mapped to multiprocessors and threads are mapped to warps.
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Figure 3 shows a possible assignment of threads to individual warps of a
multiprocessor. As the figure shows, the warps are mapped along the rows if the rows are
multiple of 32. Each block can execute multiple warps, and each multiprocessor can
execute multiple blocks.
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Chapter 2
Implementation Overview
2.1 Prior Work
2.1.1 Bloom Filters
There have been two works published to IEEE on the implementation of classical
Bloom Filters on Graphics Processing Units. Each paper, while not fully suited for the
particular situation covered in this thesis, offers great insights into certain optimizations
and programming abstractions that can be made.
The first paper ,written by Costa et al [8], includes support for mass, parallel
insertions and queries of data on a bloom filter. Unfortunately, this work does not take
into consideration how the memory hierarchy in CUDA could be used to speed up both
insertions and queries. The authors rely solely on global memory , which has two main
downfalls. Firstly, as stated in the previous section, global memory has a high access time
and low bandwidth compared to other types of memory. Secondly, if the accesses to
global memory are not done correctly, the local caches on the GPU will not work
effectively. However, the authors did stumble across a clever way to allocate memory on
the GPU. Instead of allocating the keys into an array of arrays, which produces
significant overhead on the CUDA platform, the authors allocate the keys into a single
array. The authors then allocate an index table of the keys, including the starting position
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and length of each key. By allocating two total arrays instead of an array for each key, the
authors managed to speed up the execution time by a large amount.
The second paper, written by Ma et al [9], introduces a classical Bloom Filter
designed to speed up a genome processing application. Unlike the first paper by Costa et
Al [8], this paper does make explicit use of the CUDA memory hierarchy. Ma et al
purposely make use of shared memory in order to speed up accesses to the Bloom Filter
used in the application. The authors divide the bit vector into partitions of a set size,
copy the bit vector into shared memory on the GPU, and then process each partition
separately. Instead of having each thread calculate one hash function, the authors have
each thread calculate multiple hash functions in order to cut down on overhead caused by
spawning more threads. The authors of this paper did not include an algorithm for an
insertion function as their data used in the bloom filter was already stored in a database.
2.1.2 Performance Metrics
Optimizing an application on the Graphics Processing Unit is complicated,
involving several different variables and constraints. Fortunately, lots of research has
been done on ways to express the efficiency of a GPU application.
Ma et al, in [9], proposed a simple equation to estimate the number of
concurrently executing blocks on a GPU. They express shared memory in terms of S, the
shared memory used by each thread, and SB , the maximum amount of shared memory
per block. The amount of registers used is expressed in terms of R, the number of
registers, and RT,, the number of registers used by the kernel function per thread . The
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number of threads requested per block is labeled as TR. The number of multiprocessors
available in the system is labeled as MP. Finally, Bmax , represents the maximum number
of blocks that can be used while TmaxMP represents the maximum number of threads
available to a multiprocessor. The number of active blocks can then be represented by:

In order to attempt to balance the number of blocks used per multiprocessor, the
optimal number of blocks chosen should be a multiple of the number of multiprocessors :

Much like the optimal number of blocks, the optimal number of threads should be
a multiple of the number of threads in one warp:

In [10], the authors create a generalized performance model that can be used to
predict and model a GPU application’s performance. This equation assumes that Topt has
been selected to be a valid value within the constraints of the GPU.
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Equation (4) represents the factors on which execution time depends. The variable
fcache represents the cost of cache misses that take occur by randomly accessing memory.
The variable fsched determines the cost of scheduling blocks. Equations (5) and (6) show
the models for the block scheduling and the cache misses, respectively, if the program’s
data can not fit into the working space. The variable C represents the size of the cache,
and m represents the working size in memory. The value G represents a scalar value of
the cost of a low cache hit rate. It is important to note that the Bloom filter contains many
random accesses to the bit vector; therefore, many parts of this algorithm are specifically
suited for modeling applications like bloom filters.
2.1.3 Memory Accesses
Models in the previous section do not take into account the benefits or costs of
laying out memory in an optimal manner. For instance, if the entire working space of an
application fits into the cache of an application, and the memory access patterns are not
optimized, then the program may not behave in an optimized fashion. Another example
of worse than expected performance could include accesses to global memory. If memory
access patterns to global memory seem random in mature, then the throughput of the
application may suffer by a large amount [5][6][12].
In [12], the authors discuss various types of problems that users can encounter
when accessing memory on a CUDA device. Some of these problems are limited to
accesses when global memory is used — improper balancing of channel skews, and
misuse of access patterns leading to no coalesced accesses of memory. Other problems
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are only related to shared memory use, such as shared memory bank conflicts. The
authors provide great examples of causation and correlation where unoptimized accesses
to global memory mean execution time increases of tens of seconds. Also, examples of
this problem are given in both [5] and [6]. The authors in [12] also created a program
called CuMapz that would observe and track variables related to these issues.
Unfortunately, the source code and binaries do not appear to be publicly available.
2.2 Contributions
This thesis builds upon previous literature to produce a fully functional,
optimized, classical Bloom Filter and Probabilistic Bloom Filter. In order to optimize
memory accesses and layout, this thesis draws upon extensive knowledge of how the
Bloom Filter algorithms work and how memory access problems described in [5],[6], and
[12] can be mitigated. The performance models described in [9] and [10] can be used to
help speed up execution time by figuring out the best way to allocate GPU resources
towards performing the computations.
2.2.1 Scalable Design
The data that can be inserted into a Bloom Filter or queried from a Bloom filter
can come in many different lengths and sizes. Some of the keys may be very large in
nature, while some of the keys may be smaller. Some groups of keys (referred to as
batches), can be in the hundreds of MegaBytes, while other batches can be in the
kilobytes. This non-uniform, wide range of domain values is a challenge for the CUDA
application programming interface for several reasons. In fact, the CUDA application
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programming interface, listed in [5], does not even have a function that will allocate a
non-uniform, two-dimensional array of values. However, the biggest problem with a nonuniform input domain is that accessing global memory can occur in irregular patterns,
causing unoptimized caching.
Some Bloom Filters, like the Probabilistic Bloom Filter, require more hash
functions than other designs. In fact, the Probabilistic Bloom Filter generally uses over a
thousand hash functions per word when items are inserted [4]. On the other hand, it is
common to see Bloom Filters where the number of hash functions used is less than ten.
This thesis proposes a Bloom Filter design that offers predictable performance
across a wide variety of inputs. Regardless of the number of hash functions specified or
the size of the input (up to a certain point), the design will scale to accommodate most
combinations. The amount of GPU resources scales in a fashion that tries to optimize (1)
without too much overhead. Also, the design introduced in this paper seeks to minimize
the memory access pattern problems described in [5],[6], and [12] that are prone to occur,
especially with a variety of input sizes.

Figure 4: Thesis Proposal diagram.
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In order to test the design of the Bloom Filters, several test cases are created. The
test cases include data that reflect a variety of input sizes, causing the design to make
strategic decisions on how to best allocate resources. For testing purposes, the number of
hash functions used was also varied in each test case in order to further put strain on the
proposed design. Finally, the results of the GPU Bloom Filters are compared to the results
of testing the Bloom Filters on the CPU. Figure 4, shown on the previous page,
summarizes the proposal.
2.3 Limitations and Problems
There are some problems that can occur when trying to build an application on the
Graphics Processing Unit. One of the biggest problems is that the GPU is usually
purposed for more specific tasks such as graphics rendering. If any other application
attempts to spend too much time on the GPU, then the operating system will usually kick
the application off of the GPU. If the GPU is operating in a shared system and other users
are launching applications on the GPU, then the performance of the application may also
deteriorate. In order to bypass some of these problems, this paper uses a GPU that
performs no Graphics Processing and is not on a shared system.

!
!
!
!
!
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Chapter 3
Graphics Processing Unit Implementation
3.1 Allocation of Resources
As discussed in the previous section, the best way to optimize and speed up a
CUDA application is to allocate and access the resources in a clever manner. This section
discusses the preprocessing required to ensure that the algorithm can run in an optimal
fashion.
3.1.1 Allocation of Bit Vectors
As shown in section one of this paper, each Bloom Filter contains a bit vector that
contains m bits. In some Bloom Filter implementations, the bit vector is represented as
character array that contains either a zero or a one. In other implementations, each
character in a Bloom Filter’s character array contains a field of eight bits that can be
individually addressed via bit shifts. This second way of representing the bit vector as a
character array is prone to race conditions in applications where multiple threads try to
write to the same index in the character array. A race condition happens when two
different threads are modifying the overall value of the same index in the character array.
Of course, this situation can be mitigated using locks or atomic functions, but the use of
such features causes slower performance. By using the first method described, the
probability of this race condition happening is much smaller than the second method due
to having less indices map to the same index of the character array. For this reason, the
authors of [8] decided to treat each specific index of the character array as a bit.
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Likewise, in this thesis, it is decided that each index of the character array should be
treated as a bit. This implementation does not address individual bits.
The bit vector used by the Bloom Filter has certain requirements. First and
foremost, the bit vector should be able to persist the entire length of the application. An
application should be able to insert multiple sets of data and should also be able to query
multiple sets of data. On top of having to be persistent, the memory used by the bit vector
is usually quite large as m is typically a large value for Bloom Filters.
The only type of memory in the CUDA architecture that supports persistency and
large swaths of memory is global memory. Even though global memory is slower than
other types of memory, it is necessary to store the bit vector in its entirety in global
memory. The bit vector representing the overall Bloom Filter is stored in global memory.
3.1.2 Allocation of Keys
The values that can be inserted into a Bloom Filter, referred to as keys, are usually
stored in files containing thousands of keys. In order for the Graphics Processing Unit to
be able to process each key from a file, the keys must be loaded into a memory space that
is large enough to accommodate each key from a file. The only memory space available
in the CUDA architecture for large swaths of data is the global memory. However, in the
design proposed in this paper, global memory is just a temporary spot where the keys stay
before they can properly be processed.
Unfortunately, the length of each key can vary tremendously. The only support
CUDA has for allocating arrays in a two dimensional manner requires that each key be
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the same length [5]. In order to get around this issue, an approach similar to the what was
used in [8] is used . In [8], the authors decide to concatenate each key into a large single
array of keys. The authors then decide to create an index table consisting of the starting
index and length of each key in the array. The index table is also stored in global memory.
However, in this thesis, the keys are concatenated into a single, large array separated by
commas. In order to cut down on the amount of global memory space used, only the
starting index of each word is stored.

Figure 5: How Global Memory is allocated
Figure 5 summarizes how global memory is allocated. The three sections are
located in a single, linear manner.
3.1.2 Allocation of Threads and Blocks
In order to allocate the blocks and threads of a CUDA device in an optimal
manner, many parameters and values must be kept in mind. For instance, it is important
that the number of blocks per multiprocessor is set to a maximum, so that more threads
can execute concurrently. This can be done by trying to to optimize equation (3) and
equation (1). It is also important that the number of threads allocated be a multiple of the
warp size, equation (3). If these parameters are not optimized, it typically implies that
there are threads sitting idle that could be executing. For accessing shared and global
memory, it may be important to know which threads map to which warp Ids.
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In an ideal situation, in order to optimize equation (1) and to satisfy the
requirements of equations (2)(3), the following steps should be taken.
1) The amount of shared memory allocated to each block is equal to the max
number of shared memory divided by the maximum number of blocks per
multiprocessor. In this case, that value is eight [5].
2) Ensure that the number of threads per block are no more than the number of
threads per multiprocessor divided by eight. Again, eight is chosen because that is the
maximum number of blocks per multiprocessor [5].
3) Ensure that the number of registers used across eight blocks is less than the
maximum number of registers per multiprocessor.
Unfortunately, most situations of a GPU Bloom Filter fall outside the spectrum of
an ideal situation. For instance, if the number of keys being inserted into the Bloom Filter
is quite large, then problems can arise quite quickly. As stated in section one , each
device contains one grid. Unfortunately, each grid does not have an infinite number of
blocks available. In the ideal situation, the number of threads per block is scaled down so
that more blocks may be executed at the same time on a multiprocessor. By scaling down
the number of threads being used per block, the number of blocks spawned is increased.
Often times, if there are a large number of keys being inserted at one time into a Bloom
Filter, the number of blocks spawned will actually be more than CUDA can handle,
causing an error. In order to handle the typical situation, the following steps are
performed.

21
1) Allocate the maximum amount of shared memory to each block. The amount of
shared memory is being allocated is not of concern here because only one block will be
able to launch at a time.
2) Allocate as many threads as possible to each block.
The steps listed above do not provide an optimal solution; rather, the steps listed
above describe a general solution for any use case. Because this paper looks into scalable
solutions, this method is chosen.
In order to allocate the threads and blocks used, the following steps are taken.
1) Figure out the maximum number of keys that can be processed by a block by
dividing the maximum number of threads per block by the number of hash functions
requested.
2) For each block, the number of columns should be the number of hash functions
rounded to the nearest value of 32.
3) For each block, the number of rows should be equal to the the maximum
number of threads per block divided by the number of hash functions rounded to the
nearest value of 32.
4) Allocate the number of blocks needed. Start by filling up the first column of the
grid, and add more columns as necessary.

!
!
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Figure 6: How Threads and Blocks are Allocated.
Figure 6 shows a description of how blocks and threads are implemented. The
number of columns of each block matches the number of hash functions, padded to the
nearest value of 32. The number of rows is equal to the maximum number of threads per
block divided by the number of hash functions being used, padded to the nearest value of
32.
3.2 Algorithm Implementation
At this point in the process, all the variables needed have been allocated to global
memory, and all the blocks and threads that are needed have been allocated. Inside global
memory are the keys that will be inserted stored along with an index table used to figure
out where each key is located at. Also inside global memory is the character array that
represents the Bloom Filter’s bit vector. Now, with all the resources allocated, the actual
implementation of the algorithm can be performed.
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3.2.1 Implementation
As discussed in the previous two sections, the goal of this thesis is to perform the
Bloom Filter operations in a single batch mode. Fortunately, with all of the blocks
properly allocated, performing the different operations becomes quite simple. The steps
listed below and on the next page describe how the insert and query algorithms work.
In order to insert items into the Bloom Filter, the following logic is used:
1) Each word gets assigned to a row of a block.
2) Each column of each row gets assigned to a hash function of a word.
3) The first thread of every row looks up the indices of the word it is responsible
for.
4) Based on the index of the word calculated, the first thread of every row stores
the word it is responsible for into the fast shared memory.
5) Each column of every row calculates the hash of the word it is responsible for.
In this step, each column consults the shared memory, and not the slow global memory
for each word access.
6) Each column of every row writes a value of one to the index of the Bloom
Filter that has been calculated.
In order to insert items into the Probabilistic Bloom Filter, the same steps listed
above can be used, with one minor modification. In step six, a random value should be
calculated. If the random value is less than the probability specified by the user, then the
current thread should write a value of one to the index of the Bloom Filter that has been
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calculated. If the random value is greater than or equal to the threshold probability
specified by the user, then the Bloom Filter should not be written to. While this may not
seem like a major performance hit on the surface, generating the random number used
can be quite difficult. Fortunately, the CUDA api provides a high quality random number
generate that can be used.

Figure 7: Representation of Keys and Hash Functions for a particular insertion
Figure 7 shows how the words and hash functions are allocated throughout a
thread block for both implementations. Each block in a grid will have threads in a similar
structure as to what is shown here. If a particular block in a grid does not have any words
to process, the block will just return without doing anything.
Now, the only operation left to implement is the query operation. The following
steps can be used to query a Bloom Filter.
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1) After allocating the words and index table, in global memory allocate a
character array initiated with all ones for each key. This is the results array.
2) Each word gets assigned to a row of a block.
3) Each column of each row gets assigned to a hash function of a word.
4) Based on the index of the word calculated, the first thread of every row stores
the word it is responsible for from global memory to shared memory.
5) Each column of each row calculates the hash of the word it is responsible for.
6) If any column of each row calculates a hash index of the Bloom Filter that does
not have a value of one, the index of the array from step (1) is set to 0.
7) Now, each key that exists in the Bloom Filter has a value of one in the results
array. If any index of the results array has a value of zero, then that item was not found in
the Bloom Filter.
It should be noted that each of these situations eliminates a race condition
problem because each thread only writes a value if it must. When multiple threads have
to write a value, each thread will write the same value to the same memory location.
However, the Probabilistic Bloom Filter query is a little bit different than the previous
situations.
The Probabilistic Bloom Filter’s query algorithm looks really similar to the basic
Bloom Filter query algorithm. Unfortunately, the performance is a little bit worse than the
regular Bloom Filter’s query algorithm due to the need of an atomic addition function.
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Essentially, the only changes needed to the regular Bloom Filter’s query function to
transform it into a Probabilistic query are described below.
1) Allocate a result array of integers, not characters. The length of the array
should be equal to the number of keys being being queried.
2) Instead of writing a value of zero to the results array if and only if the hash
calculated index has a value of zero, sum up the value of each calculated hash index. This
summation will consists of ones and zeros. In order to make sure that there are no race
conditions, the addition function should be the CUDA atomic add function. While this
atomic function may slow down performance, it is the only way to correctly add up items
across multiple threads. After the summation been calculated, the summation should be
written to the index of the results array for the current key. Thus, each key will have a
count of the number of ones across each hash function, and each of the three values of
interest (f,fmin,fmax) can easily be calculated on the host side.
One item of interest that was glossed over in previous paragraphs was the hashing
technique that was used. The same hashing technique was used for both Probabilistic and
Classical Bloom filters, and for both insertion and query operations. There are a few ways
to perform hashing on a Graphics Processing Unit, and either way makes use of the fact
that each thread can be uniquely identified with an integer. Some hash functions, such as
the Murmur hash function, take in a seed that is an integer. One easy way to generate
several different Murmur hashes of the same word is to use different seeds. In the
Graphics Processing Unit environment, each of the hashes using different seeds can be
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performed at the same time. Another option is to use the technique discussed in [3]. The
method discussed in three takes two distinct, unique hash functions, and a third function.
The third function is a simple function that is usually linear, exponential, or squared. The
following page has a diagram that explains how each hash function is computed.

Figure 8: Hashing Technique
Figure 8, shown above, summarizes how hashing is done for this Bloom Filter
using the method described in [3]. Each thread calculates two simple hash functions and
then calculates the results of a third function based on the thread identification number.
The results of the three functions are used to calculate the index that should be selected in
the Bloom Filter’s bit vector.
3.3 Memory Access Patterns
The previous sections discuss how the algorithms are implemented and how the
resources of each Graphics Processing Unit are allocated. This section discusses the logic
behind the way the memory allocations were made in order to avoid the problems listed
in [5][6][12].
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3.3.1 Global Memory
As stated in previous sections, the random access patterns of Bloom Filters to its
bit vector implies that many accesses to global memory can not be optimized. However,
there are some accesses to global memory that are not random in nature. For instance, in
this thesis the keys are copied from global memory to shared memory. The individual
bytes that make up each word are located sequentially in global memory. Unfortunately,
each key is a random length, and thus it is impossible to have the global memory accesses
be optimized by requesting only information in the same cache line. If the words were
stored in a format of 128 bytes, the length of a cache line in CUDA 2.x, then fewer
overall memory accesses would be needed to load the information [5][6]. However, there
is no guarantee that the words will be aligned to those cache lines, so a thread may need
to read from multiple cache lines when loading a word from global memory.

Figure 9: Why some global memory accesses are not optimized.
Figure 9 explains the case of an unoptimized access to global memory. In the
figure, the first example has a word that spans across multiple multiple cache lines that
are aligned by 128 bytes. In this case, each warp will have to make two memory accesses
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instead of just one. However, in the second case, the word fits perfectly in just one cache
line. Because the word is aligned to the cache line, only one memory access has to be
made.
3.3.2 Shared Memory
Unlike global memory, the accesses to shared memory can be optimized. One of
the biggest problems with Shared memory is that each byte is assigned to a shared
memory bank. Each of these banks can be accessed by individual threads in a warp. If
two threads inside of a particular warp ask a particular memory bank for two different
memory addresses simultaneously, a bank conflict occurs [5][6][12]. In this particular
situation, the memory requests will be processed in a serial manner. However, if multiple
threads all request the same memory address from the same bank, then the value of the
memory address gets broadcast to all threads who requested the memory. This does not
slow down the access to shared memory.

Figure 10: Shared Memory Access Patterns
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Figure 10 shows an example of two shared memory access cases. The first case is
not optimized because multiple threads in the same warp access the same memory bank
looking for different memory values. That is, the threads that are processing key 1 and
key 2 both try to load information from the first memory bank. Because one thread is
looking for key 1 and the other thread is looking for key 2, a bank conflict occurs. In the
second example, all threads in the warp access the same memory bank looking for the
key 1. Because each thread accesses the same memory bank looking for the same value
( key 1), the memory bank can broadcast the requested value out to each thread. This is
the optimized case.

Figure 11: Optimized Block Layout for shared memory
Figure 11 shows two types of ways to allocate hash functions and keys to a
particular block. As discussed in the previous section, this thesis uses one key per row
with multiple hash functions. However, the alternative, shown as Method 1, does not
allow for optimized Shared Memory Accesses. This is because there are multiple keys per
warp, and that means that each key may be stored in a different memory bank.
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3.3.2 Thread Divergence
There is also a second benefit to using Method 2 from Figure 11. All warps try to
execute in lock step. Unfortunately, a program that computes hash functions on a key
usually contains multiple branches. The branches happen inside of a for loop while the
hash is being computed. Sometimes, one thread of a warp may go down a different
branch of a program than another thread of the same warp. If two threads are on different
execution paths, then the warp must execute each thread separately in a serial fashion.
However, if each thread of a warp is processing the same key, then each thread will be on
the same execution path. If a warp contains multiple keys that it is processing then there
is a large chance that the warp will experience some form of divergence. By assigning
each key to a particular row, thus mapping each key to one warp, the issue of divergence
was eliminated.
3.4 Scalability of the system
One requirement of the system was that it had to be able to support a large
number of hash functions. A major problem with supporting a large number of operations
is that there are a limited number of threads inside of a block. For instance, if a user
wishes to create a Bloom Filter that hashes each key over 1024 times, then the
computations will spread over multiple blocks.

!
!
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Figure 12: How the hashes of keys can span multiple blocks.
Figure 12 shows how this thesis computes a large number of hash functions on a
particular key. In order to make each hash function individual index the particular key, it
was chosen to have the blocks expand in a column wise direction. It is important to note
that the maximum number of threads per block is around 1024 for many devices [5][6].
However, that number does vary.
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Chapter 4
Results
4.1 Experiments
In order to verify the performance of the design, several different test cases are
created. The tests are created to stretch the design by using a large number of hash
functions and large amounts of global memory. By ensuring that each test case has
different numbers of keys and hash functions, the Bloom Filter has to allocate different
grid and block sizes for each particular test.
To make sure that the Graphics Processing Unit can efficiently be used to process
a Bloom Filter, the performance of both the Classical and Probabilistic Bloom Filters on
the GPU are compared to CPU versions of both algorithms. The comparison is done to
prove that the Graphics Processing Unit can more efficiently process a Bloom Filter than
a Central Processing Unit of similar stock and price. Obviously, if one of the processing
units is more powerful than the other, then the competition is not fair. The meaning of
stock and price in this thesis implies that the Graphics Processing Unit and CPU are the
default units in a stock, Dell computer.
In each test, all of the keys used are generated in the same manner. Each key
consists of random letters and numbers. The length of each key is also a randomly
generated number between 1 and 150 units in length. For testing, the user specifies the
number of batch files containing keys and how many bytes each batch file should consist
of. Each batch file is inserted into the Bloom Filter in different operations.
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The Probabilistic Bloom Filter is meant to pick out values that have been inserted
more often than other keys. To simulate this behavior, the user can specify the number of
times to insert a particular batch into the Probabilistic Bloom Filter.
In order to test the performance in terms of false positives and false negatives, a
query operation is also implemented. The user has the option of generating several key
batches that were not inserted into the Bloom Filter in order to test the false positive rate.
In order to check the correctness of the implementation of the algorithms, both the
Bloom Filter and Probabilistic Bloom Filter are written to a file after execution. Both of
the Graphics Processing Unit versions are checked against their respective CPU
implementations. In addition to the basic Bit Vector in the Bloom Filter, the program also
outputs the results of the query and timing information.
4.2 Results
The Graphics Processing Unit that was chosen to perform the tests was a modest
Nvidia Geforce GT 620. The webpage listed in [14] lists the resources and computing
power of the device. Oddly, the webpages resources contradict what the DeviceQuery
program provided by Nvidia gives. Nonetheless, many of the values may seem quite
small and really underscore the complexity of allocating resources on a Graphics
Processing Unit.
There are some values that play a role in performance that were not discussed in
earlier sections. One of these values is the number of CUDA Cores available on the entire
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system. Each CUDA Core functions as an ALU or a FLU [5][6]. Also important is the
amount of shared memory per block and the maximum number of threads per
multiprocessor.
Table 2: Stats of the GPU used.
Resource Type

Value

CUDA Cores

48

Maximum Number of Threads Per Block

1024

Maximum Number of Threads Per MP

1536

Amount of Global Memory

1024 MBytes

Shared Memory Per Block

49152 Bytes

Table 2, shown above, lists the stats of the GeForce GT620 used. As the table
shows, the most scarce and valuable resource is the amount of shared memory available
per block. Because each key is stored into Shared Memory in a particular block, it is
important to keep in mind that total size of the keys processed in each block is limited to
49,152 bytes.
4.2.1 Bloom Filter
The first set of tests was performed on the classical Bloom Filter. The number of
hash functions was varied over a wide range of values. The expected behavior was that
the execution time of the Bloom Filter would vary linearly with respect to the number of
hash functions used. However, due to the spawning of blocks and some requests taking
certain values, it was assumed that the increase may not always be consistent.
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Figure 13: Run times for different implementations of Bloom Filters
Figure 13 shows the results of a classical Bloom Filter on different devices using
different methods. The yellow line shown in the figure represents the results of running a
Bloom Filter on a CPU unit. The run times of the program are quite predictable in that
they increase linearly. The orange line represents running the Bloom Filter on the
Graphics Processing Unit in a manner where accesses to shared memory are not
optimized. The green line represents running the Bloom Filter on the Graphics Processing
Unit in a manner where accesses to shared memory are optimized. As the figure shows,
the optimized version is a few seconds quicker than the unoptimized version. As
described in the implementation section, this is due to a factor of thread divergence and
shared memory access times. Both Graphics Processing Unit implementations are much
quicker than the Central Processing Unit implementations. This is proof that the Central
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Processing Unit is not as efficient as a comparable Graphics Processing Unit for
processing a Bloom Filter.
Next, the amount of data being processed was varied while the number of hashed
functions used was kept constant. Again, the expected results were a linear increase in the
execution time.

Figure 14: Hash Function constant, number of bytes varied.
Figure 14 shows the results of the experiment described in the previous
paragraph. The results prove that the Bloom Filter design can handle a wide range of
input sizes for the keys. The results also show that the Graphics Processing Unit
Implementation is much quicker than the Central Processing Unit implementation.
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4.2.2 Probabilistic Bloom Filter
Finally, the Graphics Processing Unit implementation of the Probabilistic Bloom
Filter was tested against the Central Processing Unit version. One of the problems with
the Probabilistic Bloom Filter is that random number generation takes a lot of overhead
on a Graphics Processing Unit Device. Because of this, the size of the batches must be
smaller so that the overhead can be accounted for.
In order to test the Probabilistic Bloom Filter, a test was created where the number
of hash functions was varied and the amount of data inserted was kept constant. The
number of hash functions used for the tests were quite large in order to reflect the typical
use case of a Probabilistic Bloom Filter.

Figure 15: Probabilistic Bloom Filter Results.
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Figure 15, shown on the previous page, shows the results of testing the
Probabilistic Bloom Filter over a wide range of hash functions. The end result is that the
Probabilistic Bloom Filter is almost twice as fast for applications using 3000 hash
functions or more. For a small number of hash functions, like 1000, the execution times
for the Central Processing Unit and the Graphics processing unit are quite similar. This is
due to the overhead of generating a large number of random numbers simultaneously on a
Graphics Processing Unit device.

!
!
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Chapter 5
Conclusions and Recommendations
This thesis has implemented two different versions of a Bloom Filter on a Nvidia
based Graphics Processing Unit. By learning from the lessons of other papers submitted
to IEEE on the subject manner, and by following the recommendations of papers and
Nvidia on the subject of performance, this thesis has created a guideline to implementing
an optimized Bloom Filter on Graphics Processing Units. The results of this thesis show
that the Central Processing Unit implementation is much slower than the Graphics
Processing unit for most input parameter combinations. The results of this thesis also
compare an unoptimized implementation on the Graphics Processing Unit to an
optimized version described in this thesis. The optimized version performs much better
than the unoptimized version that experiences thread divergence and bank conflicts.
There is a lot of work that can be done to improve both the design and the results.
Perhaps the biggest issue with this thesis is the random number generation for the
Probabilistic Bloom Filter. The overhead spawned by the random number generators
could possibly outweigh the benefits of using the Graphics Processing Unit to process the
Probabilistic Bloom Filter. There needs to be a memory efficient way to generate a large
number of random numbers simultaneously. Once a memory efficient way to generate
random numbers on the Graphics Processing Unit is developed, then the execution time
should become very close to the execution time experienced by the regular Bloom Filter.
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